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Chapter 1



them by simply changing variables associated with the aealjrurthermore, Bro supports a notionrefining the
initialization of a variable, so that, in separate












Important note some versions of



prints
128.3.192.0
and even event handlers:

event bro_done()

print "all done!";

}






redef ftp_guest ids = { "anonymous", "guest", "visitor", " student" };



-s signaturefile






2.2.2 Thehf utility

Thehf utility reads text orstdinand attempts to convert any “dotted quads” it sees to hostaaltis very convenient
for running on Bro log files to generate human-readable f887(t)0.96rms






« function



3.3 Numeric Types

int , count , anddouble









[fool | /bar/



but
["oob/ in "foobar"

does not, since the text “oob” does not appear the beginffitigecstring “foobar”. Note, though, that tt&regular









Accordingly,net values hold either an 8-bit class A prefix, a 16-bit class B pre















and if it corresponded to all there, then:



function nothing_special(): string
{
if ( panic_mode )
return "look out!";
else
return "nothing special;

}

global a: table[.24962(c)-2.24962(i)-ount] of string &default = nothing_spetia



You specify multiple attributes by listing one after the oth












3.16 Event handlers



3.17 Theany type






log expr-list ;

The expressions are converted to a list of strings, whictireme logged as a comma-separated list. “Logging”
means recording the valuestim _log _file









Yields the boolear§



Compares two values for equality or inequality, yieldingaol value. Defined for all non-compound types
exceptpattern

relational
Syntax:

expri < expr
expri <= expr,
expri > expra
expri >= expr,

Compares two values for magnitude ordering, yieldithgal



Defines amanonymous functigrwhich, in abstract terms, .66393(b)-5s how you specify peconstant of ty



though to do so you need to enclose the function in parenthese



Returns the sub-value ekpr, indexed by the value axpr-lisbe
of expn






Chapter 5

Global and Local Variables

5.1 Overview






global a = 5;

also declarea



5.1.6 Refinement

To do.
&redef
&add _func
&delete _func
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Chapter 6












partial _connection _ok : bool



inactivity _timeout : interval
If a connection is inactive, time it out after this intervifl0 secs, then don’t time it out.






last _stat : net _stats



distinct  _rejected _PTRrequests : table[addr] of count






6.1.13 hot.bro

same_local _net _is _spoof : bool



flag _successful _service : table[port] of string
Successful connections to any of the specified ports are flagg



http _sessions : table[addr, addr] of http _session _info
A [source, destination] indexed tablefutp _session _info records07974.5(t)-2.24962(a)-2.249601p



6.1.18 icmp.bro

icmp



interconn  _default _pkt _size : count
The estimated packet size used to calculate the number béfzanissed when we see an ack above a lrdte.
me: Pleaserwayifyriig be changed viah

_stat _period : interval



interconn



full



non _ASCII _hosts : set[addr]



6.1.25 portmapper.bro

rpc _






report _



skip _






external_orig: bool;
in_data: bool;

num_cmds: count;
num_replies: count;



smtp _session _by_message _id : table[string] of smtp _session _info






6.1.34 tftp.bro
titp _



6.1.38 Uncategorized

Fix me: These need categorization.

bro _log file : file
Used to record the messages logged by



6.2 Predefined Functions



connection _record (id: conn _id): connection
dretiines exéshrihentaxits wittarthiad mespioneli@gao the given connection identifiEate: If the connection

Deficiency: If Bro had an exception mechanism, then we could a



A format specifier of ' n” (coming afterm, if present) instructémt to use a precision afi digits. You can
only specify a precision for the, f or g formats. {mt generates a run-time error if eith@ror n exceeds 127.)

The different format specifiers are:



is _tcp _port (p: port): bool
Returns true if the giveport value corresponds to a TCP port, false otherwise (i.e. Jatrtags to a UDP port).

length (args: any): count









to _lower (s: string): string



BheieFers and Events

In this chapter we detail the different analyzers that Brovtes. Some analyzers look at traffic in fairly generic
terms, such as at the level of TCP or UDP connections. Othedve ihto the specifics of a particular application that
is carried on top of TCP or UDP.

As we use the term heranalyzerprimarily refers to Bro’s event engine. We use the tegriptto refer to a set of
event handlers (and related functions and variables)asritt the Bro lang42.58bd2@abfedte a script that serves






event bro_init()

{
if ( restrict_filter == "™ && capture_filter == "™ )
print "tcp or not tcp"; # Capture everything.
else if ( restrict_filter == ™ )
print capture_filter;
else if ( capture_filter == "™ )
print restrict_filter;
else
print fmt("(%s) and (%s)", capture_filter, restrict_filt er);
exit();

}









type conn_id: record {
orig_h: addr; # Address of originating host.






For ICMP, Bro likewise creates a connection the firsttime it s



Note: Per the discussion above, a client attempting to conrte a server will result inone of



The analyzer invokesheck _hot with a mode of CONNESTABLISHEDand then again with a mode of
CONNFINISHED



| Symbol | Name |









log _hot _conn (c: connection)



local _24_






hot _src _






flag _rejected _






7.6 Thescan



skip _accounts _tried : set[addr]
Do not do bookkeeping for account attempts for the givenshost

Default: empty.

skip _outbound _services : set[port]



7.6.2 scan functions



7.7 Theport-name Module

Theport-name utility module provides one redefinable variable and one cal






7.10 Theactive Module












7.14 Thefrag Modole

Thefrag



type ftp_session_info: record {
id: count; # unigue number associated w/ session






972499885.784104 #26
972499886.685046 #26

131.243.70.68/1899 > 64.55.26.206/ ftp start
response (220 tuvok.ooc.com FTP serv er

(Version wu-2.6.0(1) Fri Jun 23 09:17:44 EDT 2000) ready.)

972499886.686025 #26
972499887.850621 #26
972499888.421741 #26
972499889.493020 #26
972499890.135706 #26
972500055.491045 #26

USER anonymous/IEUser@ (logged in)

TYPE | (0k)

PASV (227 64.55.26.206/2427)

SIZE /pub/OB/4.0/J0B-4.0.3.zip (21 3 1675597)
*RETR /pub/OB/4.0/JOB-4.0.3.zip, A BOR (complete)
response (225 ABOR command successfu 1)



In addition,ftp _log



7.16.4



972482763.371224 %1596 start 200.241.229.80 > 131.243.2. 12
%1596 GET /ITG.hm.pg.docs/dissect/portuguese/dissect. html



Figure 7.17.1 shows an example of what entries in this fil& ld®. Here we see a transcript of the 1596th HTTP
session seen since Bro started running. The first line gives i












| Type of confusion | Meaning |
"excessive _typeahead" The user has typed ahead 12 or more lificiency: The upper bound










login _






7.19.3 login functions

The standartbgin  script provides the following functions for external use:

is _login _conn (c: connection): bool
Returns true if the given connection is one analyzetbigyn  (currently, Telnet or Rlogin), false otherwise.

hot _login (c: connection, msg: string, tag: string)



and DEL keystroke editing§ 7.19.2, page 131»uccessful  should be true if the user has successfully









Note: As bor









NFSworld _servers : set[addr]



pm



| Status description | Meaning

oK |






[Field



| Action | Meaning

SIG_IGNORE| Ignore the signature completely.

SIG_QUIET | Process for scan detection but don’t report individually.

SIG_FILE Write matches to






client _cert
The information from the client certificate, if available.

server _cert
The information from the server certificate, if available.

id _index
Index into associate8SL_sessionID _record table.

handshake _cipher






Invoked upon the client side of connectienwhen the analyzer seesGLIENT-HELLO of SSL version
version including the cipher suites the client offaipherSuites

The version can b&x0002 , 0x0300 or 0x0301 . A new entry is generated inside the SSL connection table



Invoked when the analyzer receives an SSL alert. Tehel






Default: empty.

weird



active _connection _reuse
A new connection attempt (initial SYN) was seen for an alyeastablished connection that has n5.89115(n)-t yet termi-
nated.

bad HTTPreply
The first line of a reply from an HTTP server did n5.89118{r)R/iaehson

bad _HTTP.version












bad _



fragment _size _inconsistency



7.24.8 Events generated by the standard scripts

The following events are generated by the standard schiptagelves:

bad _pm.






Chapter 8

Signhatures

8.1 *verview

In addition to the policy language, Bro provides another lan



8.2.1 Conditions

Header conditions



Content conditions

Content conditions are defined by regular expressions. Wiereltiate two kinds of content conditions: first, the
expression may be declared with thayload









Chapter 9



[4] policy/demux.bro:40

[5] policy/login.bro:496

[a] All of the above

[n] None of the above

Enter your choice: 1

Breakpoint 1 set at connection_finished at policy/conn.br 0:268

Now we resume execution; when the breakpoint is reacheduére stops and the debugger prompt returns.

(Bro [1]) continue

Continuing.

Breakpoint 1, connection_finished(c = ’[id=[orig_h=1.0. 0.163,
orig_p=2048/tcp, resp_h=1.0.0.6, resp_p=23/tcp], orig=[size=0,






| Command | Shortcut | Description

help

Get help with debugger commands

quit

Exit Bro

next




Example. Lastly, execution tracing may be combined with the debugger



delete (d) With no arguments, permanently delete all breakpoints. If n






10.7 Timer management

10.8 SYN-FIN filtering

10.9 Split routing



10.17

Demultiplexing

10.18 Broinit file

10.19 Hostnames vs. addresses
10.20 The hot-report script
10.21 Use of libpcap/BPF

[MJ93, MLJ94]

10.22 The problem of evasion
[PN98]

10.23 Backscatter

10.24 Playing back traces

10.25 Discarders

10.26 Differences between this release and the previous one

178



10.27 Alert cascade

10.28 The need for subtyping

E.g.,src addr vs.dst addr , perhaps using attributes.

10.29 The need for CIDR masks

10.30 The wish list

10.31 Known bugs
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